US009173104B2

a2 United States Patent

Raleigh

(10) Patent No.:
(45) Date of Patent:

US 9,173,104 B2
Oct. 27, 2015

(54)

(71)
(72)
(73)

")

@
(22)
(65)

(63)

(1)

(52)

(58)

MOBILE DEVICE WITH DEVICE AGENTS
TO DETECT A DISALLOWED ACCESS TO A
REQUESTED MOBILE DATA SERVICE AND
GUIDE A MULTI-CARRIER SELECTION AND
ACTIVATION SEQUENCE

Applicant: Headwater Partners I LL.C, Redwood

City, CA (US)

Inventor: Gregory G. Raleigh, Woodside, CA
(US)

Assignee: Headwater Partners I LL.C, Redwood
Shores, CA (US)

Notice: Subject to any disclaimer, the term of this
patent is extended or adjusted under 35
U.S.C. 154(b) by O days.

Appl. No.: 14/668,829

Filed: Mar. 25,2015

Prior Publication Data
US 2015/0201333 Al Jul. 16, 2015

Related U.S. Application Data

Continuation of application No. 14/263,604, filed on
Apr. 28, 2014, now Pat. No. 9,037,127, which is a
continuation of application No. 12/380,780, filed on

Mar. 2, 2009, now Pat. No. 8,839,388.
(Continued)

Int. CI.

HO4W 12/08 (2009.01)

HO4W 4/12 (2009.01)

U.S. CL

CPC ..o, HO04W 12/08 (2013.01); HO4W 4/12

(2013.01)
Field of Classification Search
USPC 455/403, 405, 411, 414.1, 415, 418,
455/422.1,432.1, 432.3, 435.1; 709/203,
709/217, 218, 222, 223, 228, 229, 370/252,
370/259
See application file for complete search history.

Mobile
Wireless
Center

8410~ 126
Credential
[Generation &
Association

Server

(56) References Cited
U.S. PATENT DOCUMENTS

5,131,020 A
5,283,904 A

7/1992 Liebesny et al.
2/1994 Carson et al.

(Continued)

FOREIGN PATENT DOCUMENTS

CN
CN

1310401 A 2/2000
1508734 A 6/2004

(Continued)

OTHER PUBLICATIONS
3rd Generation Partnership Project, “Technical Specification Group
Services and System Aspects; General Packet Radio Service (GPRS)
Enhancements for Evolved Universal Terrestrial Radio Access Net-
work (E-UTRAN) Access,” Release 8, Document No. 3GPP TS
23.401,V8.4.0, Dec. 2008.

(Continued)

Primary Examiner — Andrew Joseph Rudy
(74) Attorney, Agent, or Firm — James E. Harris

(57) ABSTRACT

An end-user mobile device has a cellular network modem that
is capable of communication over multiple carrier access
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carrier, a secure credential memory stores a set of pre-activa-
tion credentials. One or more device agents detect an attempt
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